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With the emergence of connected devices (e.g., smartphones and smartmeters), pervasive systems generate growing
amounts of digital traces as users undergo their everyday activities. These traces are crucial to service providers to
understand their customers, to increase the degree of personalization, and enhance the quality of their services. For
instance, personal digital traces stemming from public transit smartcards help transportation providers understand the
commuting patterns of users; the usage statistics of home appliances can be used to improve energy efficiency; bank
transaction logs can be used to spot unusual activity in accounts.
However, sharing these digital traces generated by pervasive systems with service providers might raise concerns with
regards to user privacy, as the processing and analysis of these traces can surface latent information about user behaviors.
Using machine learning techniques, third parties such as advertisers can identify a single individual from inadequately
aggregated datasets shared by service providers either publicly or privately. The main focus of the existing work has
been on the performance and interpretability of the techniques to infer personal information and identify users from
their digital traces. For instance, Kosinski et al. were able to infer personal attributes from your likes on Facebook [1],
de Montjoye et al. were able to uniquely identify individuals from their credit card spending [2], Lisovich et al. were
able to infer personal information about in-home activities from smartmeter traces [3], and El Mahrsi et al. were able
to extract socio-economic information about passengers from their public transportation smartcard usage [4].
However, little interest has been shown to explain how these techniques can infringe the user privacy, given the nature
of the inference itself [5]. In this context, we have conducted a user research study, which aims at exploring the privacy
expectations of individuals when it comes to tracking their location and inferring personal information about them.
In particular, we have developed a mobile application called TrackingAdvisor that infers the participants’ significant
places and the information about them from the places they visit [6]. We further provide users with interpretations of
the personal information inference so that they can be aware of the privacy risks related to location tracking and better
understand how to protect their privacy.
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